Utah Department of Natural Resources Division of
Law Enforcement Website Privacy Notice

Purpose of this Notice

The Department of Natural Resources Division of Law Enforcement is committed to
protecting your privacy. This notice explains our general privacy practices and how we
handle your personal data. We may provide more specific notices on forms or other
webpages where we collect your data.

What We Collect and Why

We only collect personal data as allowed by law and to fulfill our core mission of
managing Utah’s natural resources. We may collect information from you when you visit
our website, apply for a permit, or interact with us. We manage our data per the record
series detailed here. Depending on the service you're using, this information may
include:

e Names and Contact Information: First and last names, mailing addresses,
email addresses, and phone numbers.
Identification Numbers: Account numbers, or other unique identifiers.
Financial Information: Credit/debit card numbers for payments and transaction
histories.
License Information: Details related to applications or permits
Employment Information: Data related to job or volunteer applications.

How We Collect Website Tracking Data

Like most websites, we use tracking technology to improve your experience and to help
us understand how people use our site. We use tools like Google Analytics to collect
digital information, such as your IP address, browser type, and the pages you visit. This
data is used to analyze website traffic, troubleshoot technical issues, and enhance our
services.


https://axaemarchives.utah.gov/cgi-bin/appxretcget.cgi?WEBINPUT_RUNWHAT=HTML_SERIES_LIST_OPEN&WEBINPUT_AGENCY_KEY=1771&A=B&_gl=1*1cmi3y*_ga*MTcxMTQ0NzMxMC4xNzIzNDk1NTAw*_ga_YGCRKVWVNN*czE3NTc1OTk1MjIkbzMyNiRnMSR0MTc1NzYwMzA5NiRqNTIkbDAkaDA.
https://axaemarchives.utah.gov/cgi-bin/appxretcget.cgi?WEBINPUT_RUNWHAT=HTML_SERIES_LIST_OPEN&WEBINPUT_AGENCY_KEY=1771&A=B&_gl=1*1cmi3y*_ga*MTcxMTQ0NzMxMC4xNzIzNDk1NTAw*_ga_YGCRKVWVNN*czE3NTc1OTk1MjIkbzMyNiRnMSR0MTc1NzYwMzA5NiRqNTIkbDAkaDA.

Protection of Personal Data

We work hard to protect your personal data through technical and administrative
safeguards. Our employees are trained on privacy and security policies, and we require
our service providers to protect your data. If a data breach occurs, we will notify you as
required by law.

We do not sell your personal data.

Sharing Personal Data

We only share personal data when allowed by law. We may share data with service
providers and partners (like other government agencies) who are obligated to protect
your data. We may also share data if legally required to do so.

Your Privacy Rights

Under Utah law, you have the right to:

Request access to records that contain your personal data.
Request a correction if our records contain inaccurate personal data.
File a complaint with the Data Privacy Ombudsperson at
PrivacyOmbudsperson@Utah.Gov.

e For at-risk employees, request that our records containing your personal data
be classified as private.

Department of Natural Resources Law Enforcement Records

The personal data collected by this division is utilized for the investigation of criminal
activity, the identification of involved parties, and the fulfillment of administrative and
public safety mandates. Providing this information is necessary for the division to
perform its duties; consequently, a refusal to provide requested data may result in an
inability to process incident reports, delays in administrative services, or
non-compliance with statutory reporting requirements. These data sets are officially
maintained within Record Series 31384 and Record Series 31366. This notice is posted
pursuant to Utah Code 63A-19-402(5).



https://axaemarchives.utah.gov/cgi-bin/appxretcget.cgi?WEBINPUT_RUNWHAT=HTML_1SERIES&WEBINPUT_BIBLGRPC_RID=31384&A=B
https://axaemarchives.utah.gov/cgi-bin/appxretcget.cgi?WEBINPUT_RUNWHAT=HTML_1SERIES&WEBINPUT_BIBLGRPC_RID=31366&A=B
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S402.html

To support these public safety objectives, the division may share personal data with
authorized classes of persons and governmental entities, including criminal justice
agencies, judicial authorities, and regulatory bodies with oversight over law enforcement
functions. This information is shared strictly for official purposes, such as ongoing
investigations or judicial proceedings; the division does not sell personal data to any
private individuals or commercial entities.

Contact Us

If you have questions about this notice or want to exercise your rights, please email
DNRLEInfo@utah.gov or call 801-538-4883.
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